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How We Are Different

We are a one-stop for secure 

design, development, 

production, and post-market 

services. See how we can take 

your device from IP to 

commercialized product today!

Device Development

Let Velentium meet your 

manufacturing needs with our 

ISO 13485-certified lean QMS 

and our design and 

development experts within 

arms' reach at all times.

Medical
Manufacturing

Velentium's depth and breadth 

of development experience, as 

well as our ability to navigate 

the constraints of secure 

medical device development, 

makes us an industry leader in 

device security.

Cybersecurity

Velentium's Subject Matter 

Experts can design you a custom 

test system, ranging from fully 

manual to fully automatic, and 

everything in between. 

Test Systems

We Exist to Help You Change Lives for a Better World 3
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Recent Trends in Medical Device Cybersecurity
Ø Its easy, just change everything you do in developing your medical device
ØBuy our security tool and all your cybersecurity issues are solved

The reality is more complex:
Ø Train your engineers how to create secure devices.
Ø Device security starts with a Threat Model
Ø Utilize a secure development process.  
Ø Security ends at ‘end of support’

There are no silver bullets!



M
edical Device Engineering:Your IP. Designed and Built.Incorporating Cybersecurity Into the 

Medical Device Development Lifecycle



M
edical Device Engineering:Your IP. Designed and Built.

7

The Risks
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Courtesy of the H-ISAC Lifecycle 
Management Working Group
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For more on SBOMs
Please visit: NTIA.GOV/SBOM

During Release and Post Market Phase



M
edical Device Engineering:Your IP. Designed and Built.

Software Transparency
a.k.a “What's in the Black Box”

15



M
edical Device Engineering:Your IP. Designed and Built.

16

For more on SBOMs
Please visit: NTIA.GOV/SBOM

“Software Transparency”, allows the end user insight into risks that may 
be introduced into their environment, via the use of a given device.

Ø This additional information allows for a faster response by the end user.

Ø It also enables the end user to self determine their level of acceptable risk.

Ø Properly implemented, it will also lower the burden on the end user to monitor the devices in their 
organization.

Ø SBOM = “Software Bill of Materials” both human and machine readable versions
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For more on SBOMs
Please visit: NTIA.GOV/SBOM

An SBOM can also help a device developer in the following ways: 
• Reduce code bloat. 
• Adequately understand dependencies within broader complex projects 
• Know and comply with license obligations 
• Software component end-of-life (EOL) 
• Make code easier to review 
• Blacklist of banned components or manufacturers
• Insight into legacy device dependencies
• Provide an SBOM to a potential customer during pre-procurement
• Monitor components for disclosed vulnerabilities 

There are two predominate SBOM machine readable formats for security:
• SPDX
• CycloneDX
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For more on SBOMs
Please visit: NTIA.GOV/SBOM
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For more on SBOMs
Please visit: 
NTIA.GOV/SBOM

A CycloneDX SBOM (XML) for WebGoat
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For more on SBOMs
Please visit: NTIA.GOV/SBOM

A CycloneDX SBOM (JSON) for WebGoat
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But…. An SBOM is not enough!

Exposing the software components in a black box, results in a high quantity of false 
positive results. As only a small percentage of disclosed vulnerabilities can be exploited*. 

The NTIA SBOM working groups are working with the Oasis Open standard body to 
utilize their “Common Security Advisory Framework” (i.e. CSAF ) version 2.0 to convey 
the device manufacturer’s position on the exploitability of given vulnerabilities in their 
devices via a machine readable format. 

This will result, in an improved level of trust of the risks being posed to an end user.

Both BSI (British Standards Institution) and Germany are creating standards to address 
the use of the CSAF.

*For more on this topic see the Sonatype “2020 State of the Software Supply Chain Report” and 
the RSA 2019 “How Understanding Risk is Changing for Open Source Components” presentation.
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https://www.sonatype.com/campaign/wp-2020-state-of-the-software-supply-chain-report
https://published-prd.lanyonevents.com/published/rsaus19/sessionsFiles/12890/PDAC-R11-How-Understanding-Risk-Is-Changing-for-Open-Source-Components.pdf
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The first and only book devoted to Medical Device 
Cybersecurity.  Available in all the usual places, and 

cybersecurity book of the year 2020

chris.gates@velentium.com


