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Cybersecurity Regulation in 2023 and Beyond
What Every Manufacturer Needs to Know
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The $1.7 trillion Omnibus Appropriations Bill
• Signed into law December 29th, 2022 
• Amends the Food, Drug, and Cosmetic Act to include medical device cybersecurity
• Applies to new and modified existing, but not to fielded devices. 
• The FDA to finalize Premarket Guidance by the end of 2023
• The FDA and CISA to update the guidance annually
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• Manufacturers must submit plans to the FDA to:
• Monitor, Identify, and address post-market cybersecurity vulnerabilities
• Coordinated vulnerability disclosure (inc. procedures)
• Ensure devices are secure
• Release post-market software/firmware updates and patches
• Provide SBOMs to the FDA
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• This gives the FDA complete authority to define any aspect of medical device 
cybersecurity including overriding what is said in the omnibus act itself.

• The FDA still retains the ability to enforce Safety and Effectiveness in fielded devices
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• FDA mandate for medical device cybersecurity took effect March 29th 2023

• From March 29th until October 1st 2023 (The “friendly” period)
• The premarket reviewer will ask review questions and cite deficiencies 

resulting from the premarket application review process. 
• This enables manufacturers to correct areas they may have missed and should 

result in delays rather than rejections “if” manufacturers can demonstrate 
compliance with the new cybersecurity requirements within the 180 calendar 
day period.

• From October 1st 2023 onward
• The Refuse To Accept (RTA) checklist will be used by receiving clerks (within 15 

calendar days) who will reject submissions that do not contain all of the 
cybersecurity artifacts 
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https://www.fda.gov/medical-devices/how-study-and-market-your-device/voluntary-estar-program

eSTAR

https://www.fda.gov/medical-devices/how-study-and-market-your-device/voluntary-estar-program
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eSTAR Artifacts



The April 2022 Premarket Guidance



Content For Premarket Submission
2018 Premarket Guidance
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Security risk management plan
Threat Modeling: interfaces
Security architecture views: Communications/Networking
Security architecture views: security use case
TPSC any known vulnerabilities & risk assessment
SBOM
Security risk management report
Vulnerability testing



Content For Premarket Submission
eSTAR
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Cybersecurity Management Plan
Threat Modeling
Cybersecurity Risk Assessment
Unresolved Anomalies
Cybersecurity Controls
Ensure Trusted Content
Detect, Respond, Recover
Trace cybersecurity controls to vulnerabilities and tests
Development Frameworks and Testing
SBOM and supporting information
Hazard Analysis for Off The Shelf Software
Cybersecurity Labeling



Content For Premarket Submission
2022 Premarket Guidance
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Security risk management plan
SPDF selection and justification
Threat Modeling: supply chain
Threat Modeling: manufacturing
Threat Modeling: deployment
Threat Modeling: interfaces
Threat Modeling: maintenance/updates
Threat Modeling: decommissioning activities
Rationale for threat modeling methodologies utilized
Security architecture views: Device hardware
Security architecture views: Configuration and other devices
Security architecture views: HDO environment
Security architecture views: Communications/Networking
Security architecture views: Connected servers
Security architecture views: Global system
Security architecture views: multi-patient harm 
Security architecture views: updateability
Security architecture views: security use case
Security architecture views: sequence diagrams

Supply Chain Vendor Assessments
Third Party Software Component (“TPSC”) Management
TPSC level of support by mfg.
TPSC EOS date
TPSC any known vulnerabilities & risk assessment
TPSC Describe method of identifying vulnerabilities
TPSC vulnerability compensating controls
SBOM
MDS2
List of all software anomalies
Risk assessment of all anomalies becoming vulnerabilities
Risk management documentation for multiple in field versions
Metrics: defect density
Metrics: time period from awareness to update
Metrics: time period of update penetration
Tracing from security design inputs to implementation to testing
Testing of effectiveness of security controls
Vulnerability testing
Security risk management report
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